
Journal of Research in Social Science and Humanities (2025); 5(4) 

DOI: http://dx.doi.org/10.47679/jrssh.v5i4.  

ISSN 2809-3356 (print), ISSN 2807-3916 (online) 

 UKInstitute 

 
 

 
 

Evaluation of Information Technology Governance Related to Digital 
Transformation on The Alignment of Company Business Strategy 
Using Cobit 2019 And Fuzzy C-Means ( Case Study: Perumda 
Tirtanadi, North Sumatra Province) 
 
Rahmat Rezki 1*) , Rian Farta Wijaya 2 , Muhammad Syahputra Novelan 3 
 

1,2,3 Universitas Pembangunan Panca Budi, Indonesia 
1 rezkikira@gmail.com 
* corresponding author 
 

 

 

 
 

Introduction 

The rapid development of information technology (IT) over the past decade has become a major 

driver of digital transformation across various sectors, agencies, and organizations. Digital 

transformation is no longer viewed as merely a trend, but rather a strategic necessity for agencies and 

companies to improve operational efficiency, transparency, and the quality of services to the public. 

By utilizing digital technology, companies can optimize business processes through effective 

technology governance, accelerate decision-making, and provide more responsive and accountable 

services. This ensures that information technology (IT) investments align with business objectives 

and deliver optimal value (Wahyudi et al., 2025) . 
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 Digital transformation has become a strategic necessity for public 
sector companies to improve efficiency and service quality. Perumda 
Tirtanadi of North Sumatra Province has implemented a meter 
reading system as part of its digital transformation initiative to 
improve the accuracy of water consumption data. The success of this 
system is strongly influenced by the effectiveness of Information 
Technology (IT) governance and its alignment with the company's 
business strategy. This research aims to evaluate IT governance of 
the meter reading system using the COBIT 2019 framework and the 
Fuzzy C-Means method. The evaluation was conducted through 
design factor analysis, assessment of process capability levels, 
capability gap analysis, and clustering of user satisfaction levels. The 
results indicate that the relevant objectives include EDM01, EDM03, 
APO12, APO13, DSS05, and MEA03, with capability levels at level 2 
and level 3. The capability gap analysis reveals gaps of two to three 
levels, particularly in strategic domains. The Fuzzy C-Means 
clustering results show that most users belong to the “satisfied” 
cluster, indicating that the system adequately supports operational 
needs despite existing capability gaps. This study provides 
recommendations and a governance improvement roadmap to 
support digital transformation and business strategy alignment 
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 The rapid development of information technology cannot be avoided by companies in various 

sectors, one of which is a regional government-owned company that plays an important role in public 

services in North Sumatra Province, namely the Regional Drinking Water Public Company 

(Perumda) Tirtanadi of North Sumatra Province. Perumda Tirtanadi since 1979 until the last few 

years, related to one of the main service processes, namely recording customer water usage meters, 

is still done manually. This manual recording method has caused various operational problems, 

including a lack of transparency in the recording process, the occurrence of 

discrepancies between customer water usage and issued bills, increasing number of customer 

complaints, and difficulty in validating data due to the lack of digitally documented field evidence. 

 Along with technological developments and increasing demands for quality public services, 

Perumda Tirtanadi is driven to carry out digital innovation and transformation. In order to address 

these challenges, Perumda Tirtanadi has decided to develop a digital meter reading system that aims 

to improve the accuracy, speed, and transparency of the customer water usage recording process. The 

meter reading system is considered a form of innovation and a very important digital business strategy 

for the company considering that digital transformation is a crucial strategy for any business sector 

because the digitalization strategy in business processes is a representation of the company's strategy 

( enterprise strategy ) in a long-term plan by integrating the company's main objectives ( enterprise 

goals ) in order to achieve the company's targets as a whole (Favari, 2023) . 

 However, the success of digital transformation is not only determined by the implementation 

of technology alone, but also depends heavily on the evaluation of good information technology 

governance (IT ) . IT governance evaluation is important because it not only supports but also 

determines the success of an agency, so that agencies can avoid business losses, avoid high costs and 

low quality, inefficiencies in the company's core processes due to the use of low-quality IT, and the 

failure of IT investments (Syahputra et al., 2024) . 

 A good information technology governance system also allows various stakeholders within a 

company to have an organized voice in evaluating conditions and options, setting direction, and 

monitoring performance against company goals (ISACA, 2012) . IT governance is also a focus area 

of corporate governance and is concerned with the oversight and control of IT assets, their overall 

contribution to business value, and the mitigation of IT-related risks (Huygh & De Haes, 2019) . 

 In the process of managing good information technology governance evaluation, the COBIT 

2019 framework is present as an international standard that provides comprehensive guidance in 

evaluating and improving IT governance and management in an agency or organization developed 

by the Information Systems Audit and Control Association (ISACA). The COBIT 2019 Framework 

(Control Objectives for Information and Related Technology ) is a framework that is an evolution of 

the previous framework, namely COBIT 5, which was developed to contain guidance on evaluating 

IT governance and management in a company's business processes that are more adaptive, agile , and 

more oriented towards related stakeholders (Akbar & Saputra, 2023) . 

By using COBIT 2019, organizations can assess the level of IT process capability, identify gaps 

between current and expected conditions, and formulate improvement recommendations that align 

with business objectives. In addition, this study also utilizes the Fuzzy C-Means (FCM) method, 

which is one of the unsupervised learning data clustering machine learning techniques in which the 

existence of each data point in a cluster is determined by the degree of membership with a 

membership value between 0 and 1 (Rilvani, 2025) . The use of this method is used to see the level 

of user satisfaction in assessing the governance of the digitalized meter reading system. 

Based on the description, this study was conducted to evaluate the information technology 

governance of the meter reading system related to digital transformation towards the alignment of the 

company's business strategy using COBIT 2019 and Fuzzy C-Means, with a case study at Perumda 

Tirtanadi, North Sumatra Province. The results of this study are expected to provide an overview of 

the current level of IT governance maturity and serve as a basis for developing improvement 

recommendations to support the success of the company's sustainable digital transformation.  

Method 
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Place and Time of Research 

 The location of this research is located in one of the Regional Owned Enterprises (BUMD) of 

North Sumatra Province which is engaged in the clean water service sector, namely Perumda 

Tirtanadi of North Sumatra Province, located at Jalan Sisingamangaraja No. 1, Pasar Baru Village, 

Medan Kota District, Medan City, North Sumatra, which was carried out on June 1, 2025 to October 

30, 2025 for 5 months. In this time span, the researcher has enough time to conduct an in-depth 

analysis related to the evaluation of technology governance in Perumda Tirtanadi of Sumatra Province 

as the location and case study of the research being studied by the researcher. Then the research 

process can be arranged into a timeline of activity plans as follows: 

Research Stages 

 

 

Figure 1Research  Stage Framework 

 In Figure 1, the research stage framework used uses an evaluation that focuses on COBIT 

2019 to assess how far the information technology governance of the meter reading system has been 

implemented and is compared with the Fuzzy C-Means algorithm to assess the level of user 

satisfaction in using the system. 

a) Literature Study 

The initial stage of research begins with a literature study aimed at obtaining theoretical and 

conceptual foundations relevant to the research topic. 

b) Identify Needs 

Identification of research needs is carried out to understand the current conditions of an 

agency/organization by seeking information in the form of company strategy, the initial scope of 

the governance system, and the current governance. 

c) Respondent Determination 

Respondents were selected based on their roles and responsibilities in managing and using the 

meter reading system. To ensure role clarity, a RACI chart (Responsible, Accountable, 

Consulted, Informed) was used to ensure that the respondents were truly representative of the IT 

governance processes being evaluated. 

d) Data collection 

The data collection stage is carried out to obtain primary and secondary data needed in the 

research through observation, interviews, questionnaires and documentation of relevant data. 

e) Data Analysis using COBIT 2019 

This analysis aims to identify IT governance and management domains suitable for further 

evaluation by evaluating all design factors standardized by COBIT 2019. 

f) Satisfaction Clustering using Fuzzy C-Means Algorithm 

After the COBIT 2019 domain was identified, the research continued by clustering user 

satisfaction levels using the Fuzzy C-Means method to flexibly group user satisfaction levels, 

considering that satisfaction perceptions are subjective and cannot always be classified explicitly. 

g) Evaluation 

This evaluation stage produces input regarding digital transformation as well as 

recommendations for improvements that can be implemented by agencies/organizations. 

h) Reporting Results 
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The final stage of research is the systematic preparation of research results reports to present 

the analysis results, findings and recommendations to company management 

Results and Discussion 

COBIT 2019 Factor Design Analysis 

 To adapt the meter reading system governance as best as possible, researchers have conducted 

interviews and identified initial needs with the key management team at Perumda Tirtanadi, North 

Sumatra Province, especially the Management Information Systems Division as the manager of all 

operations and development of Information Technology regarding the level of importance of each 

design factor contained in COBIT 2019. 

Factor Design – Enterprise Strategy 

 

Table 1.  Corporate Strategy Factor Design 

Value Importance  

(1-5) 

Baseline 

Growth/Acquisition 4 3 

Innovation/Differentiation 4 3 

Cost Leadership 4 3 

 

 In Table 1, Perumda Tirtanadi's strategy focuses on operational efficiency, improving 

customer service quality, and optimizing revenue. The meter reading system supports this strategy 

through digitalization of water meter readings, reduction of manual errors, and acceleration of the 

billing process. Therefore, the company's strategic design factor is considered to be more inclined 

toward customer service, which is its highest priority. 

Design Factors – Enterprise Goals 

 

Table 2Company  Objective Factor Design 

Value Importance (1-5) Baseline 

EG01—Portfolio of competitive products and services 4 3 

EG02—Managed business risk 5 3 

EG03—Compliance with external laws and regulations 5 3 

EG04—Quality of financial information 4 3 

EG05—Customer-oriented service culture 5 3 

EG06—Business-service continuity and availability 4 3 

EG07—Quality of management information 4 3 

EG08—Optimization of internal business process functionality 4 3 

EG09—Optimization of business process costs 4 3 

EG10—Staff skills, motivation and productivity 5 3 

EG11—Compliance with internal policies 4 3 

EG12—Managed digital transformation programs 4 3 

EG13—Product and business innovation 4 3 

 

 As seen in Table 2, the implemented meter reading system supports the achievement of 

company goals such as improving service quality, transparency of water usage information, 

optimizing business processes, and increasing customer trust. This is because the company's goal is 

to improve service quality, which in turn will hopefully lead to increased revenue and overall 

customer trust. 

Design Factor - Risk Category ( Risk Profile ) 
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Table 3.  Design Factor Risk Category 

Risk Scenario Category Impact  

(1-5) 

Likelihood (1-

5) 

Risk 

Rating 

Baseline 

IT investment decision making, portfolio 

definition & maintenance 
5 5 25 9 

Program & projects life cycle management 4 4 16 9 

IT cost & oversight 4 4 16 9 

IT expertise, skills & behavior 4 4 16 9 

Enterprise/IT architecture 4 4 16 9 

IT operational infrastructure incidents 4 4 16 9 

Unauthorized actions 4 4 16 9 

Software adoption/usage problems 4 4 16 9 

Hardware incidents 4 4 16 9 

Software failures 4 4 16 9 

Logical attacks (hacking, malware, etc.) 5 5 25 9 

Third-party/supplier incidents 4 4 16 9 

Noncompliance 4 4 16 9 

Geopolitical Issues 2 2 4 9 

Industrial action 3 3 9 9 

Acts of nature 4 4 16 9 

Technology-based innovation 4 4 16 9 

Environmental 4 4 16 9 

Data & information management 5 5 25 4 

 Several risk categories in Table 3 have a risk rating of 25, which is the highest value on the 

assessment scale, so risks with a value of 25 are well above the baseline and should be a top priority 

for mitigation. 

Design Factors - IT Related Issues 

Table 4.  Design Factors of IT Related Issues 

IT-Related Issue Importance  

(1-3) 

Baseline 

Frustration between different IT entities across the organization due to a 

perception of low contribution to business value 

2 2 

Frustration between business departments (ie, the IT customer) and the 

IT department because of failed initiatives or a perception of low 

contribution to business value 

2 2 

Significant IT-related incidents, such as data loss, security breaches, 

project failure and application errors, are linked to IT 

3 2 

Service delivery problems by the IT outsourcer(s) 2 2 

Failures to meet IT-related regulatory or contractual requirements 2 2 

Regular audit findings or other assessment reports about poor IT 

performance or reported IT quality or service problems 

3 2 

Substantial hidden and rogue IT spending, that is, IT spending by user 

departments outside the control of the normal IT investment decision 

mechanisms and approved budgets 

2 2 

Duplications or overlaps between various initiatives, or other forms of 

wasted resources 

2 2 

Insufficient IT resources, staff with inadequate skills or staff 

burnout/dissatisfaction 

2 2 

IT-enabled changes or projects frequently fail to meet business needs and 

are delivered late or over budget 

2 2 
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Reluctance by board members, executives or senior management to 

engage with IT, or a lack of committed business sponsorship for IT 

3 2 

Complex IT operating model and/or unclear decision mechanisms for IT-

related decisions 

2 2 

Excessively high cost of IT 2 2 

Obstructed or failed implementation of new initiatives or innovations 

caused by the current IT architecture and systems 

2 2 

Gap between business and technical knowledge, which leads to business 

users and information and/or technology specialists speaking different 

languages 

2 2 

Regular issues with data quality and integration of data across various 

sources 

2 2 

High level of end-user computing, creating (among other problems) a 

lack of oversight and quality control over the applications that are being 

developed and put in operation 

2 2 

Business departments implementing their own information solutions 

with little or no involvement of the enterprise IT department (related to 

end-user computing, which often stems from dissatisfaction with IT 

solutions and services) 

2 2 

Ignorance of and/or noncompliance with privacy regulations 2 2 

Inability to exploit new technologies or innovate using I&T 2 2 

 Based on Table 4, the analysis of IT-Related Issues using COBIT 2019 can be concluded that 

the meter reading system has a number of IT issues that are at or above the baseline limit, thus relevant 

to receive management attention. The most significant issues relate to IT incidents, recurring audit 

findings, and low top management involvement, which indicates the need to strengthen IT governance 

in the aspects of system reliability and strategic decision-making. Meanwhile, other issues with a 

moderate level of importance indicate challenges in IT and business coordination, resource 

management, and data quality. 

Design Factors – Cyber Threats ( Threat Landscape ) 

 

Table 5Threat Factor Design 

Value Importance (100%) Baseline 

High 80% 33% 

Normal 20% 67% 

 

 Based on Table 5, the results of the cyber threat landscape assessment for the meter reading 

system show that the cyber threat level is categorized as High with an importance score of 80%, far 

exceeding the baseline value of 33%. This indicates that the meter reading system has a high level of 

exposure to cyber threats, particularly because the system manages customer data, water usage data, 

and is connected to operational devices and networks. Cyber threats have the potential to cause 

significant impacts, such as service disruptions, data leaks, and reduced customer trust. 

a) Design Factors - Compliance Requirements 

Table 6Design Factors of Compliance Requirements  

Value Importance ( 100%) Baseline 

High 80% 0% 

Normal 20% 100% 

Low 0% 0% 
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 Based on the compliance assessment results ( Compliance Requirements ) in Table 6, the 

meter reading system's compliance level is dominated by the High category with an importance value 

of 60%. This indicates that most system activities and management fall within the scope of regulations 

and provisions of high importance. This relates to customer data protection obligations, compliance 

with audit requirements, and compliance with internal policies and public service regulations. 

Design Factors – The Role of IT Related Companies 

Table 7- Related Company Role Factor Design 

Value Importance (1-5) Baseline 

Support 3 3 

Factory 2 3 

Turnaround 5 3 

Strategic 3 3 

 the Role of IT assessment with a baseline of 3 in Table 7, the turnaround category received 

the highest score (5) indicating that IT is positioned as a major factor in driving transformation and 

improving the performance of the meter reading system, particularly in improving operational 

efficiency, data accuracy, and customer service quality. The support and strategic categories each 

received a score of 3, equivalent to the baseline , confirming the role of IT in supporting operations 

and achieving company goals, while the factory category received a score of 2, below the baseline , 

indicating that IT has not yet fully become the main driver of routine operational processes. 

 

Factor Design – IT Model Development ( Sourcing Model For IT ) 

Table 8for IT Model Development 

Value Importance (100%) Baseline 

Outsourcing 10% 33% 

Cloud 60% 33% 

Insourced 30% 34% 

 

 the Sourcing Model For IT assessment in Table 8, cloud utilization has the highest importance 

level at 60%, well above the baseline of 33%, indicating the high dependence of the meter reading 

system on cloud- based services for storage, processing, and system availability, while also 

demanding strong security management and service controls. The insourced model is also above the 

baseline with a value of 30%, indicating the significant role of internal resources in the management 

and operation of the system, while outsourcing is valued at 10% or slightly below the baseline , 

indicating limited dependence on third parties. 

Factor Design – IT Implementation (IT Implementation Methods ) 

Table 9IT Implementation Design Factors 

Value Importance (100%) Baseline 

Agile 30% 15% 

DevOps 60% 10% 

Traditional 10% 75% 

 

 IT Implementation Methods assessment in Table 9, the DevOps approach has the highest level 

of importance (60%), well above the baseline of 10%, indicating the need for rapid, collaborative, 

and continuous development and implementation of meter reading systems to improve reliability and 

responsiveness to operational needs. The Agile approach is also above the baseline with a value of 

30% ( baseline 15%), indicating the importance of flexibility and iteration in development, while the 

Traditional method only has a value of 10%, far below the baseline of 75%, so it is considered less 

suitable for dynamic system needs. 
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Factor Design - Technology Adoption Strategy 

Table 10Design Factors of Technology Adoption Strategy  

Value Importance (100%) Baseline 

First mover 50% 15% 

Follower 30% 70% 

Slow adopter 20% 15% 

 

 Based on the technology adoption strategy assessment in Table 10, the first mover category 

has the highest level of importance (50%), well above the baseline of 15%, indicating a tendency for 

companies to adopt new technologies early to gain operational advantages and improve the quality 

of meter reading system services, despite the associated higher implementation risks. The follower 

category has a value of 30%, below the baseline of 70%, indicating that the approach of waiting for 

technology maturity is not the main strategy, while the slow adopter category has a value of 20%, 

slightly above the baseline of 15%, indicating caution with certain technologies. 

Evaluation of Factor Design Results 

 

 

Figure 2Design  Evaluation Results 

 Based on Figure 2, Governance mapping and Management Objectives COBIT 2019, it is seen 

that the main focus is on the EDM01 and EDM03 domain processes which are included as governance 

objectives and APO 12, APO 13, DSS05, MEA03 are included in management objectives , especially 

EDM01 and EDM03 as well as MEA03 which have the highest level of importance, indicating the 

importance of performance monitoring, compliance, and continuous evaluation. Several management 

processes such as APO12, APO13, and DSS05 also show a moderate level of importance, indicating 

attention to risk management, security, and service. The emerging domains include EDM, APO, DSS, 

and MEA. All of these domains show varying levels of relevance in the context of meter reading 
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system management. However, not all domains have the same level of urgency to be analyzed in 

depth. 

 The APO domain was selected as the most strategic domain for further analysis because it 

plays a role in translating governance direction into operational management. Focusing on APO12 ( 

Manage Risk ) and APO13 ( Manage Security ), which have positive importance values, demonstrates 

the domain's crucial role as a bridge between governance and operational policies, particularly in 

addressing meter reading system security risks and threats. Therefore, the APO domain provides the 

most relevant analytical space for assessing the effectiveness of structured IT risk and security 

management. 

COBIT2019 Recommended Capability Level Evaluation 

a) Management Objectives APO12 ( Managed Risk ) Capability Level 

 Objective APO12 ( Manage Risk ) focuses on the structured management of information 

technology risks to support the achievement of company goals. The meter reading system has a high 

level of dependence on data accuracy, system availability, and customer information security. 

Identified risks include the risk of data recording errors, system operational disruptions, cybersecurity 

threats, and the risk of non-compliance with regulations. This high risk profile requires a documented 

IT risk management process integrated with business processes. After evaluating the APO12 

management objective on Perumda Tirtanadi's meter reading system, a capability level score was 

obtained 

Table 11Management Capability Level Objectives APO 12 

DOMAI

N 

APO12.0

1 

APO12.0

2 

(Risk 

Analysis) 

APO12.03 

(Risk 

Mitigatio

n) 

APO12.04 

(Coordinati

on of Risk 

Factors) 

APO12.05 

( Risk 

Communicati

on ) 

APO12.0

6 

Risk 

Respons

e Process 

) 

Capabilit

y Level 

APO12 3 2 2 3 1 3 2 

 

 In Table 11 it can be seen that observations and evaluations were carried out on and 

assessments for the capability level of management objectives APO12 which are at level 2 ( Managed 

) where the process has been managed, planned, monitored, and adjusted to the company's needs. 

b) Management Objectives APO13 ( Managed Security ) Capability Level 

 Objective APO13 ( Manage Security ) focuses on managing information security to protect 

the company's IT assets, which is crucial because the meter reading system manages sensitive 

customer data and is used by field officers and is connected to other IT infrastructure, making it 

vulnerable to threats such as unauthorized access, data manipulation, and information leaks. Based 

on the interview results, the capability level of APO1 3 ( Manage Security ) is at level 2 ( Managed 

), which indicates that the risk management process has been implemented but has not been fully 

documented and standardized, so it is necessary to increase it to level 3 ( Established ) so that risk 

management and system security can be carried out in a more consistent and structured manner. 

Table 12Management Capability Level Objectives APO13 

DOMAIN APO13.01 ( 

System  

Security 

Maintenance ) 

APO13.02  

( Information System 

Security Risk 

Management ) 

APO13.03  

(System 

Security 

Review) 

Capability 

Level 

APO13 2 2 3 2 
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c) Evaluation of Capability Level Management Objectives MEA03 ( Monitor Compliance with 

External Requirements ) 

 Objective MEA03 ( Monitor Compliance with External Requirements ) focuses on monitoring 

and evaluating Information Technology compliance with external regulations, standards, and 

applicable legal provisions. In the context of Perumda Tirtanadi's meter reading system as a public 

service system that manages customer data and supports the billing process, compliance with data 

protection regulations, audit standards, internal policies, and supervisory agency provisions is crucial. 

Non-compliance with these regulations has the potential to create legal and financial risks and reduce 

customer trust, so evaluation of management objective MEA03 is necessary to ensure compliance 

and sustainability of the meter reading system service. 

Table 13Management Capability Level Objectives MEA03 

DOMAIN MEA03.01  

(Identification 

of compliance 

requirements) 

MEA03.02  

(Optimization 

of response to 

external 

requirements) 

MEA03.03  

(External 

compliance 

confirmation) 

MEA03.04  

(External 

Compliance 

Assurance) 

Capability 

Level 

MEA03 3 2 2 4 3 

 In Table 13, it can be seen that observations and evaluations were carried out on and 

assessments for the capability level of management objectives MEA03 which is at level 3 ( 

Established ) where the process has been determined, documented, and standardized by the company. 

d) of Management Objectives DSS05 ( Manage Security Services ) Capability Level 

 Objective DSS05 ( Manage Security Services ) in Table 14 focuses on managing IT security 

services to protect assets and ensure service continuity, which is crucial because the meter reading 

system supports public services and manages customer data that is vulnerable to threats such as 

unauthorized access, account misuse, system disruptions, and data leaks. The analysis results show 

that the DSS05 capability is at Level 3 ( Established ), which indicates that security services have 

been implemented in a structured manner and refer to established procedures, although policy 

integration, security monitoring consistency, and incident handling documentation still need to be 

strengthened. By strengthening the implementation of DSS05, the organization is expected to be able 

to improve the security resilience of the meter reading system and maintain service reliability on an 

ongoing basis. 

Table 14Management Capability Level Objectives DSS05 

DOMA

IN 

DSS05.0

1  

(Antivir

us) 

DSS05.

02  

(Netwo

rk 

Securit

y) 

DSS05.

03  

(Enpoi

nt 

Securit

y ) 

DSS05.

04  

( User 

Accoun

t ) 

DSS05.

05  

(IT 

Assets) 

DSS05.06  

(Sensitive 

File 

Managem

ent ) 

DSS05.07  

(Infrastruct

ure 

Governance 

) 

Lev

el 

DSS05 4 4 3 4 2 3 2 3 

 

e) Governance Capability Level Objectives EDM01 ( Ensure Governance Framework Setting and 

Maintenance ) 

 In Table 15, objective EDM01 ( Ensure Governance Framework Setting and Maintenance ) 

focuses on establishing and maintaining an IT governance framework to align with organizational 

objectives, which is crucial because the meter reading system is a core operational system that 

supports public services and has a direct impact on revenue. Based on the 2019 COBIT evaluation, 

governance objective EDM01 for the meter reading system is at Level 2 ( Managed ), indicating that 

the IT governance framework has been implemented and managed at a basic level, but has not been 



Journal of Research in Social Science and Humanities 5(4), Desember 2025 

 UKInstitute 

fully standardized and documented. Governance policies and mechanisms are in place and 

implemented, but are still partial, with roles and responsibilities that have not been fully formalized, 

so strengthening and standardization are needed so that meter reading system management can run 

more focused, consistent, and aligned with organizational objectives. 

Table 15Management Capability Level Objectives EDM01 

DOMAIN EDM01.01  

(Governance System 

Evaluation ) 

EDM01.02  

( Leading governance 

systems ) 

EDM01.03  

(Monitoring 

governance systems) 

Capability 

Level 

EDM01 2 1 4 2 

 

f) Evaluation of Capability Level Governance Objectives EDM03 ( Ensure Risk Optimization ) 

 Objective EDM03 (Ensure Risk Optimization) in Table 16 focuses on optimizing IT risk 

management at the governance level, which is crucial given the risk of operational, information 

security, and regulatory non-compliance risks to the meter reading system. The 2019 COBIT 

evaluation results show that governance objective EDM03 is at Level 2 (Managed), indicating that 

IT risk management has been implemented and is a management concern, but is not yet fully 

structured and integrated at the governance level. Risk oversight mechanisms, risk appetite 

determination, and IT risk reporting to management have not been formally and continuously 

implemented, necessitating the strengthening of governance to direct and monitor IT risk 

management in a more systematic and measurable manner. 

Table 16Governance Capability Level Objectives EDM03 

DOMAIN EDM03.01  

(Evaluating risk 

management) 

EDM03.02  

(Direct risk 

management ) 

EDM03.03  

(Monitoring risk 

management) 

Capability 

Level 

EDM03 1 3 3 2 

 

Evaluation of Capability Level Gap Evaluation (GAP) Value ) 

 To formulate recommendations for the results of the meter reading system evaluation that will 

be submitted to Top Level Management, especially the Directors of Perumda Tirtanadi of North 

Sumatra Province, a comparison was made between the current capability level and the expected 

capability level in each evaluated domain. The expected capability value was obtained through direct 

observation and distribution of questionnaires to the management of the Management Information 

Systems Division, with the result that the expectation of IT governance capabilities that have been 

managed is currently set at Level 5 ( Innovating ). The comparison between current capability and 

expected capability is used to identify the level of capability gap , which then becomes the basis for 

compiling recommendations for improving IT governance of the meter reading system. 

Table 17Capability Level Gaps 

DOMAIN Current Capability Expected Capability GAP VALUE 

APO12 2 5 3 

APO13 2 5 3 

MEA03 3 5 2 

DSS05 3 5 2 

EDM01 2 5 3 

EDM03 2 5 3 
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 Based on the COBIT 2019 process capability gap evaluation in Table 17, all governance and 

management objectives analyzed in the meter reading system still show a gap between the current 

capability and the expected capability set at Level 5 ( Optimizing ), with gap values ranging from 2 

to 3. The APO and EDM domains show the largest gap with a gap value of 3, especially in APO12, 

APO13, EDM01, and EDM02, which indicates that risk management, security, and strategic 

governance have been implemented but have not been fully documented, standardized, and 

optimized. Meanwhile, MEA03 and DSS05 have a gap of 2, which indicates a structured process 

foundation but has not been fully measured and continuously improved. Overall, these results indicate 

that the management of the meter reading system is still in the development stage, so capability 

improvements need to be prioritized in the strategic and managerial domains so that system 

management can run more effectively, safely, and sustainably according to the COBIT 2019 

principles. 

Recommendations for Improvement Actions for Information Technology Governance of Meter 

Reading Systems 

 Based on the capability gap analysis, all evaluated governance and management objectives 

demonstrated a gap between the current and desired capability levels. Therefore, targeted 

improvement recommendations are needed to gradually improve meter reading system management 

toward an optimal maturity level according to COBIT 2019. 

Table 18System Governance 

Process Domain GAP Recommended Actions / 

Improvement Roadmap 

Priority RACI Chart 

Goals 

Target 

Time 

APO12 – Manage 

Risk 

3 1. Formal IT risk 

management policy. 

2. Periodic and documented 

risk assessment . 

3. Integration of risk into 

strategic planning. 

4. Risk management 

training. 

High Head of Electronic 

Data Processing 

(PDE) 

And 

Head of 

Infrastructure 

Network Section 

9–12 

Months 

APO13 – Manage 

Security 

3 1. Information security 

policy (ISO 27001). 

2. Risk-based security 

controls. 

3. 24/7 security monitoring. 

4. Awareness training and 

penetration test . 

High Head of APS 

Division 

And 

Head of 

Infrastructure 

Network Section 

9–12 

Months 

EDM03 – Ensure 

Risk Optimization 

3 1. Develop an IT risk 

management framework 

referring to ISO 31000. 

2. Compile a risk register. 

3. Setting risk appetite 

4. Periodic risk monitoring. 

High Head of APS 

Division 

And 

all Heads of 

Department 

(Programmers) 

6–9 

Months 

MEA03 – Monitor 

Compliance with 

External 

Requirements 

2 1. Periodic compliance 

audits.  

Establishment of 

compliance performance 

indicators. 

2. Follow-up on audit 

findings. 

Medium Head of Division 

And 

Head of APS 

Division 

6–9 

Months 
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DSS05 – Manage 

Security Services 

2 1. Optimization of IT 

security services. 

2. Implementation of SIEM 

( Security Information 

and Event Management ). 

3. Incident response plan 

and periodic drills. 

Medium Head of Division 

And 

Head of APS 

Division 

6–9 

Months 

 

1. Clustering of Meter Reading System User Satisfaction 

 To assess the extent to which the meter reading system governance has been running well, a 

measurement of the level of satisfaction of the marketing branch as direct users of the system was 

carried out . The user satisfaction assessment was carried out through a grouping process using the 

Fuzzy C-Means clustering method, which aims to identify patterns and levels of user satisfaction with 

the use of the meter reading system with a 2-cluster model, namely the satisfied cluster (C1) and the 

dissatisfied cluster (C2). The results of this cluster evaluation are used as supporting indicators in 

assessing the effectiveness of the implementation of IT governance in the meter reading system. The 

process in clustering is as follows: 

Determine the initial cluster value 

Table 19Initial Clustering Values 

Determination of Initial Value 

Number of clusters 2 

Rank 2 

Maximum Iterations 20 

Smallest expected error x 

Initial objective function 0 

initial iteration 1 

 

 The initial value determination that really needs to be considered is in determining the 

exponent and maximum iteration which is the benchmark for the completion of a cluster calculation 

that is being carried out. 

Determine the initial partition matrix 

Table 20Partition Matrix 

Initial Partition Matrix 

0.58 0.42 

0.36 0.64 

0.50 0.50 

0.89 0.11 

0.60 0.40 

0.22 0.78 

0.38 0.63 

0.75 0.25 

0.23 0.77 

0.67 0.33 

0.80 0.20 

0.20 0.80 

0.54 0.46 

0.64 0.36 

0.47 0.53 
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 The initial partition matrix represents the number of clusters to be processed. If the number 

of clusters to be processed is 2 clusters, the initial partition matrix U must also form 2 columns with 

the condition that the sum of each row between the 2 columns must be 1. 

Calculation of Cluster Center 1 for 2 Clusters (Centroid C1) 

 

Table 21Calculation of Cluster Center C1  

 

Calculation of Cluster Center 2 for 2 Clusters (Centroid C2) 

 

Table 22Calculation of Cluster Center C2  

 From the calculation of the 2 cluster centers above, the following results were obtained. 

 

Table 23Cluster Center Centroid  

Calculating the Cluster Objective Function 

Table 24Initial Objective Function Calculation 

Square of Degree of Membership F'1 F'2 F0 

C1^2 C2^2 F'1+F'2 

0.3364 0.1764 3.054292152 1.36778185 4.422074002 

0.1274 0.4134 1.46290017 6.201990034 7.664890205 

0.2500 0.2500 0.451817189 0.223618264 0.675435453 

0.7903 0.0123 9.07155588 0.1848226 9.256378481 

0.3600 0.1600 0.993051944 0.813356664 1.806408608 

0.0493 0.6053 0.298319692 3.45774731 3.756067003 

0.1406 0.3906 1.61413849 5.859615955 7.473754446 
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0.5625 0.0625 0.536770244 0.078430842 0.615201085 

0.0534 0.5914 0.319977689 5.156001629 5.475979318 

0.4449 0.1109 6.173952575 1.495365186 7.669317761 

0.6400 0.0400 12.88637961 0.702789301 13.58916891 

0.0400 0.6400 0.348106222 6.158827562 6.506933784 

0.2894 0.2134 0.540316825 0.598366084 1.13868291 

0.4045 0.1325 4.35899186 1.494996277 5.853988138 

0.2218 0.2798 0.402230338 0.591522934 0.993753272 

OBJECTIVE FUNCTION 76.89803337 

  

 After the objective function is obtained, to see whether the iteration process in the algorithm 

will be continued or stopped, it can be obtained by finding the difference between the current 

objective function and the objective function of the previous process. If the difference between the 

objective function is below 0.1, the process is complete, but if the result is still above 0.1, the iteration 

process must be stopped. 

Table 25Initial Objective Function Results 

OBJECTIVE FUNCTION VALIDATION (F0) 

F'0 76.89803337 

F't 0 

F't-F'0 76.89803337 

Continue Iteration >>> 

 It is obtained from the table above that the objective function value is still above 0.1, so the 

process is continued by finding the value of the partition matrix U as the key for the repetition value 

in the next iteration ( repetition process). 

Table 26of the U Partition Matrix 

L1 L2 L1+L2 U1 U2 

0.110140086 0.12896793 0.23910802 0.46062899 0.53937101 

0.087120777 0.06666393 0.153784703 0.566511336 0.433488664 

0.553321136 1.11797666 1.671297797 0.331072737 0.668927263 

0.087120777 0.06666393 0.153784703 0.566511336 0.433488664 

0.362518801 0.19671567 0.55923447 0.648241159 0.351758841 

0.165205319 0.17505154 0.340256862 0.485531191 0.514468809 

0.087120777 0.06666393 0.153784703 0.566511336 0.433488664 

1.047934394 0.79688039 1.844814787 0.568043145 0.431956855 

0.166764752 0.11469372 0.281458471 0.592502161 0.407497839 

0.072059025 0.07415513 0.146214155 0.49283207 0.50716793 

0.049664841 0.05691606 0.106580904 0.465982549 0.534017451 

0.114907455 0.10391588 0.218823337 0.525115174 0.474884826 

0.535693109 0.35671139 0.892404503 0.600280598 0.399719402 

0.092795769 0.08862631 0.181422076 0.511491052 0.488508948 

0.551527269 0.47308563 1.0246129 0.53827867 0.46172133 

 

 From the partition matrix U above, it will be used to calculate the cluster center in the next 

iteration (repetition) and will repeat the initial process until it finds the desired objective function 
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value. After the repetition process is repeated, it is obtained that the calculation process for 2 clusters 

stops at the 8th iteration (8th repetition) with an objective function value below 0, 1, the final cluster 

center and the final clustering results are as follows. 

Table 27Iteration Objective Function Results 

OBJECTIVE FUNCTION VALIDATION (F0) 

F'0 102.6548366 

F't 102.6627501 

F't-F'0 0.007913529 

STOP ! 

 

After the objective function is found, the final result of the 2 cluster clustering for the user has the 

following results. 

Table 28Clustering Results 

CLUSTERIZATION RESULTS 

Respondents C1 C2 Data Entering Cluster? CLUSTER 

Henny Damanik 0.900145225 0.099854775 0.900145225 C1 

Rosana Sari Nasution 0.956368453 0.043631547 0.956368453 C1 

Riski Irwansyah 0.97107869 0.02892131 0.97107869 C1 

Irfan 0.956368453 0.043631547 0.956368453 C1 

Dedy Parapat 0.988244908 0.011755092 0.988244908 C1 

Roni Ilham 0.952703266 0.047296734 0.952703266 C1 

Uly 0.956368453 0.043631547 0.956368453 C1 

Jacob 0.992416608 0.007583392 0.992416608 C1 

M. Fikri Wahid Nasution 0.976875517 0.023124483 0.976875517 C1 

Juliana 0.846735031 0.153264969 0.846735031 C1 

M Faiz Al Razzak Halim 0.723606223 0.276393777 0.723606223 C1 

Muhammad Riza 0.955666468 0.044333532 0.955666468 C1 

Suprayogi 0.988194865 0.011805135 0.988194865 C1 

Akhmad Irsan 0.916781525 0.083218475 0.916781525 C1 

Indra Gunawan Siregar 0.977226509 0.022773491 0.977226509 C1 

 

 Based on the results of clustering using the Fuzzy C-Means method, all respondents have a 

dominant degree of membership in cluster 1 (C1) with a membership value that is much higher than 

cluster 2 (C2). Cluster 1 is interpreted as a group of users with a satisfaction level of "satisfied", while 

cluster 2 represents "dissatisfied" users. The dominance of membership in C1 indicates that the 

majority of meter reading system users are satisfied with the performance of the system used, both in 

terms of ease of use, reliability, and support for operational activities. The absence of respondents who 

tend to enter cluster 2 indicates that the level of user dissatisfaction is relatively low, so that the meter 

reading system has generally been able to meet user needs and expectations 

Conclusions and Recommendations 

Based on the research results, the meter reading system is proven to be an important component 

in the digital transformation of Perumda Tirtanadi because it plays a role in improving data accuracy, 

operational efficiency, transparency, and customer service quality. Evaluation of IT governance using 

the COBIT 2019 framework shows that objectives EDM01, EDM03, APO12, APO13, DSS05, and 
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MEA03 are relevant in supporting the alignment of business strategy and digital transformation, with 

the current capability level at level 2 ( Managed ) and level 3 ( Established ), which indicates that the 

process has been running but is not yet strategically optimal, especially in the strategic and managerial 

domains which have the largest gap from the expected capability target, namely at level 5. 

 The results of clustering using the Fuzzy C-Means method indicate that the majority of 

respondents tend to be in Cluster 1, which represents a "satisfied" level of satisfaction, indicating that 

the meter reading system has been able to meet the operational needs of users. Overall, this study 

produces recommendations and a roadmap for improving IT governance that can serve as a reference 

for Perumda Tirtanadi in continuously improving IT governance capabilities to support digital 

transformation and achieve the company's business strategy  
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